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Abstract

The purpose of this paper is to investigate an extension of reputation
based topic trust computation to include degrees of user’s influence in
community. We propose a computation method which is exhibited within
two steps: (i) Execute topic trust estimation with influence and inter-
ests via interaction among peers; (ii) Perform trust computation from
reputation according similarity degrees with trustee peer.

1 Introduction

In the real world, the influence of a person on community may change the
viewpoint of users in making decisions or selecting items such as goods, books
for their purchases. In social networks and on line shopping webs, Modeling
and analyzing user’s influences in social networks have attracted a great deal
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of research interests [1] [2] [3] [8] [4] [9] [10] [11]. In this paper, we propose
a model of computational influence which is defined by means of user’s some
interest threshold on topics and the number of feedbacks of users when receiving
messages.

From this model, we construct a computation function of trust that is inte-
grated from three factors: experience of user’s interaction or experience trust,
user’s interest degrees on topics and influence weights. We make use of simi-
lar measures being constructed from interest and influence degrees to estimate
trustworthiness of truster peers on trustees to include reputation in computa-
tion. This work is an extension of our previous researches of trust estimation,
which is mainly based on interaction experience among partners and their in-
terests on social network [5] [6] [7] [12] [13] [14].

The remainder of this paper is structured as follows. Section 2 presents an
updated version of computing degrees of user’s interests and entries based on
their vectorial representations. Section 3 is devoted to considering computation
of user’s influence degrees on community. Similarity measures of interests,
entries and influences are described in Section 4. Section 5 presents the formulas
of reputation based topic trust computation extended for influence of peers.
Section 6 is an open problem and conclusions.

2 Estimating Degrees of User’s Interests based
on Vectors of Topics and Entries

This section is first to describe a graphical representation of social network.
Then, we present an updated version of computation of the interest degrees
based on weighted vectors for topics and user’s entries exhibited in our previous
work [6].

2.1 Social Network
A social network is defined as a directed graph S = (U,Z,£), in which

- U = {uy,...,un} is a set of users, whose elements are autonomous enti-
ties being called peers. In this paper, the terms of peer and user are used
interchangeably;

- T is a set of all interactions or connections I;; from u; to u;. ||1;;]| is denoted
to be the number of such interactions. Each interaction between users u; and
u; is a transaction at an instant time, which occurs when u; sends to u; via
some ”"wall” messages such as post, comment, like, opinions etc.

- &E={E,...,E,;} is the set of entries dispatched by users U = {u1,...,um},
where F; = {e;1,...,eim, } are entries given by u;. Each entry is a brief piece
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of information dispatched from some user u; to make a description or post
information/idea/opinions on an item such as a paper, a book, a film, a video
etc.

2.2 Vectorial Representation of Entries and Topics

Suppose that 7 = {T1,...,T,} is a collection of topics, in which each topic is
defined as a set of terms or words. The technique tf —idf (d, D;) = tf(d, D;) x
idf (d, D) for vectorial representation [7] of such entries and topics are applied,
where ¢ f(d, D;) is the number of times the term d appears in D; and idf (d, D) =
log(%). Based on the similarity of vectors, we might classify entries
into classes w.r.t. topics and define interest degrees of u; in topic t.

Let Vi = {v1,...,v4} be a set of ¢ distinct terms in all T; € 7. A topic
vector w.r.t. each topic T; is a weighted one, which is defined as follows

ti = (w“,...,wiq) (1)

where wi, = tf (v, T;) X idf (v, T), vk € V.

As denoted previously, e;; is an entry of terms dispatched by u;. An entry
vector w.r.t. topics T, briefly topic vector, is a weighted one, which is defined
as follows

e = (61117 eh) (2)
where e, = tf(v,, e) % idf (v, E;), v, € Vp.
Suppose that E; = {e;1, ..., €in, } and Ej = {ej1, ..., ejn, } are sets of entries

dispatched by users u;, uj, respectively. Let Vi; be a set of distinct terms
occurring in E; and E;. Entry vectors e}, eJi.k are defined as follows

. v,
e, = (el .., lz‘l JH),ZZl,...ﬂ% (3)
i 1 Vil
e}k:(ejk.7...7 J) k'_l J (4)
where efy =t f(v,, eq) x idf (vy, E;), € = tf(vT,ejk) X zdf(vr7 i) vr € Vij.
Thus, we can define a sequence of topic vectors ell g efl w.r.t. each entry
and a sequence of entry vectors e}, . . . eJm w.r.t. entries F;. These vectors will

be utilized for constructing measures of user’s similarity and interests, which
are presented in the next subsection.

2.3 Interest Degrees

Based on the above definitions of vectors, we can define correlation degrees
cor(eu, tx) among entries e;; given by u; w.r.t. topics ¢; as follows:

>_i(ui — u)(vi — )
V2 (i = )% < /3 (v = 0)?

(5)

cor(u,v) =
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where & = (X7 w;) and © = L(3°7  v;). It is clear that values of the

n n 3
function sim(x,y) belong to the interval [0, 1], whereas values of cor(z,y) are

n [—1,1]. We may make use of the function f(z) = w to bound values of
function cor(z,y) into the unit interval [0, 1].

An entry e;; is called e-entry w.r.t. topic ¢ if and only if cor(ef;, tx) > e,
where 0 < € < 1. We consider three interest measures as follows: The interest
degree of u; in topic t is defined by one of the following formulas:

intMaz(u;, t) = max(cor (e, t)) (6)
J

Z cor(ef;, t)
J

intCOT(Ui,t) = W

nt

LY R (8)
20 >

leT ur €EUJET

intSum(u;,t) =

where n! is the number of e-entries concerned about the topic ¢ given by w;.

For easy presentation, we denote intX (u;, t) to be one of the above formulas,
in which X may be Sum, Cor, Max. The interest vector of users in various
topics is defined by the formula:

uf = (uf,...,ud) 9)

in which uf = intX (u;,t) is the interest degree of user u; in topics t, € T (k =
1,...,p), X may be Sum, Maz, Cor as defined in Formulas (6), (7), (8).

The definition of vectors with various degrees is utilized for constructing
the similarity of users in their interests which is considered in the next section.

3 User’s Influence on Community

In this section, we construct an influence degree of a peer based on ”backward
interaction” by means of dispatching entries on wall. It means that when a
peer dispatches a message, feedbacks from the other ones in the forms of ”like”,
"share” etc. are called influences. We utilize Jaccard similarity to measure the
degrees of the peer’s influences on community. First we observe that:

e The more feedbacks a peer receives, the more he impacts on community

e The more feedbacks a peer receives, the more he attracts
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We have the following definition.

Definition 1. A d-influence set by u; on topic t is defined by the following
formula

Fﬁf = {ug|lug issues feedbacks to e; € Ey, intX (ug,t) > 6} (10)
where 0 < 6 < 1 is a given interest threshold.

Definition 2. The influence degree of u; on community is defined by the fol-
lowing formula

_ (L]

where I is the universe of all users.

The influence vector of users in various topics is defined by the formulas

= (") (12)

u;

where uz:"f’k =infDeg(u;,ty), k=1,...,p.

4 Similarities of Influence, Interest and Entries

4.1 Similarity of Users

Definition 3. A function sim : U x U — [0,1] is a similarity measure iff it
satisfies the following conditions:

(i) sim(ui,u;) =1, for all u; €U
(1t) sim(u;,uj) = sim(uj,u;), for allu;, u; €U

Definition 4. Let Fi‘if and F;si be two sets of d-influence by u; and u;, re-
spectively. Influence similarity is defined as follows

ot S,
Fi<— N Fj(—

e 13
FuFy, 18)

.8
Szmi;ff(ui,uj) =

Definition 5. Influence similarity of two peers u; and u; is defined as a cosine
similarity of two vectors u;“f and u}nf
< u%“f, u}“f >

(14)

siMinp(ui, uj) = [ [t
1 J

in which < u,v > 1s the scalar product, X is the usual multiple operation and
I|| is the Euclidean length of a vector.
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Based on this interest vector, we can construct a similar measure in interests
as follows:

Definition 6 ([6]). Interest similarity of two peers u; and w; is defined as a
cosine similarity of two vectors u; and u;

X ( ) < uf,uf > (15)
simi (U, uj) = ——————
T ug ] x ]

in which < u,v > 1s the scalar product, X is the usual multiple operation and

I.|| is the Fuclidean length of a vector; X is Max, Cor or Sum up on the

computation of uf € ut and uf € u} as defined in Section 2.

The profile or entries similarity of two users is defined according to entries
dispatched by users as follows

Definition 7. Given two users u;, uj with sets of entries E; = {e;1,...,€in, }
and Ej = {ej1,...,¢ejn, }, respectively. Profile similarity of users is defined by
one of the following formulas

(i) simipe (ui, uj) = maxy,(sim(ely, efy))
. S (sim(el el)
(i6) simpre (i, uj) = =SEe, T

in which (sim(ejy, e})) is the usual cosine similarity measure.

Definition 8. The general similarity, or briefly similarity, between u; and u;
is defined by the weighted composition of their partial similarities and given by
the following formula

sim(ug, uj) = a X sim, (ug, ug) + B x simie, (i, uj) +y x sim),

pro (ul ) uj)

(16)
where a, B,y >0 and a+ B +~v=1.

It is easy to prove the following proposition.

;#gn(uiauj)f Simg'r(éx(u“u])

(us, uz), sim(u;, u;) are similarity

Proposition 1. For all u;,u;j, simg,s(u;, u;), sim
oo Max 0y, Cor
and simin @ (u;, u;), simgs

measures.

Sum

(ui7 U ) ’ Simint

Thus, for every couple u; and u;, we can define their similarity degrees
in interest, influence, profile and general. The question is that there is any
correlation among these measures. The problem will be investigated from the
view point of computational trustworthiness and presented in the next section.
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5 Trustworthiness of Users based on Interac-
tion, Interests and Influences

Based on similarity measures constructed in Section 4, we now develop a
method for estimating topic trust among users. Rather than computation
merely based on interaction and interest degrees [7], the novel one investigates
how the contribution of the community influence in trustworthiness among
peers. It means that trust estimation value of a truster peer on a trustee one
is a function with the following parameters:

e Interaction experience of truster on trustee

e Interest degrees on topics of trustees

e Influence degree of the trustee peer on community

e Reputation given by similar peers on the trustee in hand

This paper is considered as a complementary work with ones proposed by
ourselves [6][7]. We first consider some basic concepts being necessary for
constructing such a function.

5.1 Levels of Interaction

Given a user u;, we denote L} the set of all users directly interacting with u;,
L? the set of all users having interaction with some user in L} but not with u;.
Recursively, we can define a sequence of k-level L¥ of user u;.

Definition 9. Given L¥ a k-level of u;. The average similarity threshold of
the k-level w.r.t. u; is defined by the formula
> verk sim(ui, v)

ILE

0= (17)

where sim(u;, v) is defined as in Definition 8 .
From this concept we can define k-level close friend as follows:

Definition 10. A peer v € L is a k-level close friend of u; w.r.t. 0 iff its

similarity with u; is greater than similarity threshold 6. Denote Lf’g ={v e
LE|sim(u;,v) > 0}

In this paper, we focus on investigating the class of close friends in 1-level
w.r.t. the threshold 6.

Definition 11. An entry e; € E; is an acceptable one w.r.t. topict if el; >4,
where & is a given threshold. Denote Ef"s to be the set of acceptable entries
w.r.t. topic t and threshold § given by u;.
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5.2 Experience based Topic-aware Trust with Interests
and Influence

Definition 12 ([6]). A function trustiopic : U xU X T — [0,1] is called a topic
trust function, in which [0,1] is an unit interval of the real numbers. Given a
source peer u;, a sink peer u; and a topic t, the value trustiopic(i,j,t) = uﬁj
means that u; (truster) trusts u; (trustee) of topic t w.r.t. the degree uf;.
Definition 13 ([6]). Ezperience trust of useru; on user u;, denoted trust®?(i, j),
is defined by the formula
capri o _ 123l
trust®?(i,j) = =————— (18)
2 k= ki | ikl

where || L] is the number of connections u; with each uy € U.

Based on the degrees of interaction, user’s interest and influence, we can
define the experience topic trust for sink peers of 1-friends L} of u;. The
computation is constructed from the observation: (i) The more a peer interacts
with an opponent, the higher it is reliable; (ii) The higher degree of interest a
peer owns, the more trust on him it should be assigned; (iii) The higher the
degree of influence a peer is, the more reliable it is. We have the following
definition.

Definition 14. Suppose that trust®*? (i, j) is the experience trust of u; on u;,
intX (j,t) is the interest degree of u; on the topic t and infDeg(j,t) is the
influence degree of u; on community. Then the experience topic trust of u; on
u; of topic t is defined by the following formula:

trustyr (i, J,t) = a X trust®™? (i, j) + § x intX (§,t) + v x infDeg(j,t) (19)

where a, 3,7 >0, a+ B +~v=1.

The parameters «, 8, are used to represent the correlation degrees of in-
terest, interaction and influence in social networks. These parameters need to
be measured by means of experiments.

It is easy to see that

exp

Proposition 2. The function trusttopic

(i,7,t) is a topic trust function.

5.3 Reputation based Estimation of Trust for Peers of L
where p =1
Definition 14 provides a formula for estimating topic trust by truster’s ex-

perience of interaction with a trustee. However, as previously discussed, the
reliability on a peer is also affected by opinions given by reputation about the
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trustee. Now we consider a method of reputation-based estimation of trust
which is resulted from some similarity of peers with the trustee in hand. The
topic trust is then called reputation or reference topic trust and exhibited in
the following definition.

Definition 15. Given a source peer u;. Let L} be the 1—level of u; and L;’G be
the set of 1-level close friends of u; with the threshold 6. Then, the reputation
topic trust is defined by the formula:

topic

1.0
1Ll

ZveL}*e trust;or. (i,v,t) x sim(v, j)

trust:(fgic (i,4,t) =

(20)

It is easy to prove the following proposition

Proposition 3. The function trust:(fgic(i,j, t) is a topic trust function.

6 Conclusions

In this paper, we have introduced a method of trust estimation which is con-
structed from degrees of interaction of peers, interests, influence and reputation.
The computation is composed of two stages: (i) First, the experience trust is
computed by means of a function of directed interaction, interest and influ-
ence; (ii) Second, reference or reputation trust on a trustee is estimated via a
function of experience trust of peers which are similar with the trustee. A open
problem is that when a peer belongs to L where p > 1, how the estimation
of trust on the trustee must be computed via propagation of various levels.
We are also currently performing experimental evaluation and comparing with
other models on trust computation in social network. The research results will
be presented in our future work.
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